Cloudoveé sluzby - Geant laaS Framework
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There is no cloud

. . ¥
it's jJust someone else's computer .

Klub fediteld — Usti nad Labem —27. 4. 2017
R. Igliar



Vychodiska

e EU Digital Single Market
e European open science cloud

e Pozadavky uzivatel(

o Skalovatelnost
* Jednoduché Ul

e Planovani
* Interni strategie — horizont X let
e CAPEX vs. OPEX, ale zarovenn mnohem
komplexng;jsi
e Infrastruktura
e ZpUsob prace, aplikace...

expectations
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(Smart-Machine-Enabled Services)

User Enrichment Services

Proactive Support

Multisourcing Service Integrator

{PaaS)
. Cloud Computing Cloud UG (UCaa3)
Compute Futures Trading Multidiscipline Serv_ice Public Cloud Storage
Self-Configuring/ Desk Outsourcing Managed WLAN _
Self-Sufficient Infrastructure ) Private laaS Disaster Recovery as a Service
Virtual Machine Backup and Recovery As of July 2016
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time >
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e Komplexnost — pravni, financni, licencni
Dostupnost / nedostupnost sluzeb (napf. Google vypadek)
Bezpeclnost

Agregace poptavky -> silnéjsi vyjednavaci pozice



PFistup GEANT

e Hybridni pristup:
e Buy - laaS tender ... a vzajemné propojeni.
 Make — on-premise, sdileni zdroji (metacentrum)

e Agregace poptavky -> silnéjsi vyjednavaci pozice
* Nabidka x Poptavka

e Specifické pravni, procesni, technické pozadavky

L2 / L3 peering, Bezpecnost uchovani
dat, Data retention

Vlastni obchodni podminky, Vybérové fizeni, Federativni pristup,
Smluvné-dodavatelské modely Reporting, Billing




Geant laaS Framework

* |aaS procurement R
* Pan-evropsky tender A
* 36 zapojenych NREN 0t
e ECProcurement Directive (2014/24/EU)
Framework Agreement use
Cross-border procurements
Centralised Purchasing Bodies

e Uzivatelé:
 Clenské organizace

* ..idalsi organizace ve vztahu k NREN
a pro potreby Research & Education

e Vysledek:
e VysoutéZzené Ramcové smlouvy (4 roky)
* 12 feSeni (23 poskytovatelli)

3 Amazon
10 Microsoft
10 OIP

* Moznost specifikovat vlastni pozadavky

e Aktivni, nebo pasivni zapojeni NREN
X % na pokryti nakladd (pravni podpora, marketing, akce..)
White-labelling




* Pridana hodnota

e Uspora:
e tender discounts (0-20 %)
 volume discount (podle objemu skrze cely GEANT: 10.000 instituci)
e Dalsi Pre-purchase slevy
* Sleva z egress poplatku

e SAML2 a eduGain interfederace

* Network peering (L3 peering, ale i L2 do datovych center)
e Vlastni smluvni podminky (mini-tender)

* Invoice billing, Neni potreba kreditni karta

e Pre-purchase -> predikovatelnost cen

 BYOL

* EU/EUA legislativni complience

* EU Data Protection Law
* Osobni udaje, Tajné udaje, Vojensky vyzkum



Adoption and
service support. Exit support.

Strategic Data portability.
collaboration.

General security policies
and processes.

Handling of sensitive data
(including public health or
military research).

Admin
management
portal.

Customer self
service portal.
Order placement,
reporting and

group
management.

|ldentity Compliance with EU Data
Management: Security Directives.
SAML2 and Ability to offer laaS from
eduGAIN inside the EC / EEA.

Mechanisms to reduce
costs for underutilised (or
paused) cloud resources.
Support for Bring Your
Own License (use existing
educational licenses).

Volume discount (initial discount and additional
tiered discounted pricing). No price increase.
Purchase order and post-paid billing.
Recognising aggregated spending, combined for
all participating institutions.

Accommodating capital expenditure (upfront Migration of existing API support.
commitment).

contracts.




Vysledek tendru — Microsoft & Amazon

Company home

s’

base( for
Company framework)
Microsoft Azure (11):
Atea Latvia/Nordics X X X |x Ix [x [x |x X X [x |x X [x X X |x |x X |x |x X
CACTTUS Kosovo X X X
Comparex (also AWS) UK? X X |x |x X |x X |x X X |x X X [x |x |x X |x Ix [x [x |x
Dom-Daniel LLC Armenia X
Infosoft Systems Albania X X X |x [x X X |x X X |x X [x [x X |x [x [x X |x
Micromail Ireland X X |x |x |x X |x X X |x X [x [x [x |x [x X [x [x X X X |x [x
Nextsense Macedonia X
Novabase Portugal X
SoftwareONE UK UK X X X |x X [x X X |X X [x X X [x [x X
Span Croatia X X
Ymens Teamnet Romania X
Amazon AWS resellers:
Acrus Global UK X X X X |x X X [x [x X [x [x X
Comparex UK? X X |X X X X |X X X |X |X X
Telecom Italia (also OIP and
AWS Italy? X X |x |x [x X X [x [x |x |x X |x |x X |x |x X




Vysledek tendru — Original infrastructure providers
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INntercoute Communications U< > > > > > > > > > > > > > > > > > > > > > >
Itsoft Croatia >
Lattelecom Latwvia > >
KPMN Netherlands >
NTT Europe UK == > >< > > | > >< == >< > | > < < > > > > | > >< > > 3 | 3¢
Telecom ltalia Italia/Greece? = = = =x |= > > > > > > >
T-Systems Intermnational Germany >
[\vancis Netherlands > > > > > > >
OIPs

Switzerland/Bulg

CloudSigma aria X X |x |X X X [x X |x
Dimension Data Dutch office
Interoute Communications [UK X X X X X X [x |X X X X |x [x |x X |x |x |x X
Itsoft Croatia X
Lattelecom Latvia X X
KPN Netherlands X
NTT Europe UK? X X X X [x [x [x [x X |x X |X |x |X X |X [x X |X |X [Xx [Xx [X |X [X |X X
Telecom Italia Italia/Greece? X
T-Systems International Germany
Vancis Netherlands X X X X X X




Vysledky tendru - CR

l- Microsoft

Hl Azure

amazon

MICROMAIL

ATCRA

ONE  CQAPAREX

Company home

base( for
Company framework)
Microsoft Azure (11):
Atea Latvia/Nordics ® c N
ompan ome
Comparex (also AWS) UK? X pany
- . base| for

Micromail Ireland X

Company framework)
SoftwareONE UK UK X

QIPs
Amazon AWS resellers: CloudSigma Switzerland X
Comparex UK X Dimension Data Dutch office X
Telecom ltalia (also OIP and Interoute Communications (UK X
AWS Italy X NTT Europe — ———— X

web services™
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TELECOM ITALIA GROUP

o

interou te‘r

from the ground to the cloud

dimension &
data AA



Delivery supply chain
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Cerpani sluzeb

Varianta 1

Direct award

zdkladni obchodni podminky nastaveny v
ramcove smlouvé

- Z4dnd , customizace”

Vybér dodavatele — moznost vlastniho scoring
Neni nutnost specifikovat vybér dodavatele
Podepsani Call-off agreementu

Cerpdni sluzeb

Varianta 2

Mini competition

vlastni pozadavky, add-ons

Napr. technické, organizacni, pravni,
bezpecnostni

Dalsi podminky a specifikace pozadavk
v oblastech definovanych tendrem

Evaluace (nutnost specifikovat)

Vybér dodavatele

Uprava Call-off agreementu

Cerpdni sluzeb




NREN Role

e Referrer
NREN understanding and consolidating the needs of the sector, negotiating appropriate
terms and conditions with vendor, conducting appropriate levels of due diligence to
improve the value of the product for the sector. The vendor makes the improved
proposition to the sector and NREN is paid a referral fee. The NREN does not sit in the
contracting line.

* Reseller
In addition to the above, NREN acts as an aggregation point in the HE sector, aggregating
demand, and providing scale efficiencies. NREN takes the reseller income at a responsible
level with benefits for both the sector and the NREN. NREN sits in the contracting line.

* Underwriter
In addition to the referrer job, NREN commits to a level of purchase on behalf of the sector
and achieves better pricing and a revenue share. The risk lies with NREN to meet the
difference between the commitment and the actual purchase. NREN does not sit in the
contracting line and is not seen as the supplier — but users get the services “for free”.



Role NREN ?

Reseller / Refferer

Legislativni podpora

Marketing podpora
 Workshop: Vendor — meeting
e Komunikacni kanaly
e Pracovni skupina ?

Technicka podpora ?
e Migracni support
e Licencni support
* Risk assesmenty
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0 1 2 3 4 5 68

Sort by Filters

Nama of capability B Only Show Microsoft resellers H The Netherlands . Show all capabilities

aw

2,
e
£

"

.. .- . i
o 8.

Aloa

ompanax UK Lid

Infosoft Systems

Micromail Ltd

~wareONMNE UK Lid

14



NTT Europe

General Data Security x

Evaluation by tender review committee
Score: 6

Review comment: Response provides a clear and comprehensive solution to GEANT’s requirements and brings
significant added value and benefit, which is supported by evidence: Tenderer provides a very comprehensive
security management system, which includes BC or DR optional solutions for customers.

more details

SoftwareONE

com ltalia (AWS)



ACBS8 — General Data Security (Awarding Criteria)

R. Providers need to ensure secure, reliable and a legally compliant treatment of customer's data.

Q. Please describe in detail the policies and processes to ensure data security and data privacy in

relation to the proposed services.
Response Guidance
¢ ‘Describe mechanisms to protect data at rest and in transit. *

e [Describe how customer data transiting networks (Internet, inside your network, connection to

3rd parties) is protected against tampering and eavesdropping (e.g. network protection, use of




Peering

e Cloudové sluzby = kvalitni jen tak jak kvalitni sit
Internet Agreed
° Peering Exchange GEANT
. Public L3 Peering
¢ L3 - IP BGP pee rlng Cloud provider Peering Locations
* L2 — Microsoft Express Route, | zurich Zurich
AWS d|rect Connect Cloudsigma Frankfurt Frankfurt planned
e Mista peeringu e
4 Gea nt POP Dimension data ?::::::::m In discussion
. Amsterdam
e NREN direct K il
* IX (AMX_IX' VIX) Interoute ::::‘::rt In discussion
d SlUiby f:::li:n Dublin,
Amsterdam London,
o Gea nt VRF Microsoft FranT(furt Vienna
7 [ 7 Dublin
e Vlastni (interni) adresace e
. Amsterdam
4 Anyca st ro ut|ng Amazon Frankfurt In discussion



amazon
web services™

15 % sleva na egress poplatky
pro R&E komunitu.

AWS Government, Education, & Nonprofits Blog

AWS Offers Data Egress Discount to Researchers

n Education | Permalink

AWS Makes Cloud and HPC Budgeting More Predictable for Scientists

The pace of research is no longer limited by the availability of computing resources. Researchers are beginning to rely on cloud
computing to drive breakthrough science at breakneck speeds and AWS wants to fuel the pace of new discoveries by making it possible
for all scientists to have their very own supercomputers in the cloud.

Today, AWS committed to making it easier for scientists to use its cloud storage, computing, and database services by waiving data
egress fees for qualified researchers and academic customers, these are fees associated with “data transfer out from AWS to the
Internet.” The maximum discount is 15% of total monthly spending on AWS services, which is several times the usage we typically

see among our research customers. However, there is no cost to upload data into AWS, or move data between Amazon Simple Storage
Service (Amazon S3) and Amazon Elastic Compute Cloud (Amazon EC2).

The agreement has been supported through ongoing discussions with Jisc in the UK, GEANT in Eurcpe, and DLT in the United States,
which provide network infrastructure and supporting cloud services to education and research institutions around the world.

“Having predictability and stability in costs is one of the major challenges for researchers in adopting cloud services, so it's welcome
news that AWS is removing egress charges for academic customers. There's a real opportunity here for cloud computing to become as
ubiquitous to research as it is in the commercial market, and with it bring a massive boon to the sector, supporting more efficient,

collaborative and innovative research outputs,” said Dan Perry, director of product and marketing at Jisc.

Professor Tony Hey, chief data scientist for the Science & Technology Facilities Council (STFC), said, “| am delighted that AWS is taking
this step to remove uncertainty about egress charging for research use of their cloud infrastructure, following extensive discussions

with Jisc and GEANT. | often hear from researchers that the perception that they will receive large bills for data downloads has
discouraged them from considering commercial cloud providers for their compute and data requirements. The cloud has a huge amount
to offer in terms of agility and efficiency gains, and also unique capabilities in areas such as machine leaming. This is a very welcome
development from AWS, and | hope that other cloud providers will move swiftly to follow suit.”

By reducing data egress fees, AWS will to help scientists launch their first computing machine in minutes, analyze data pipelines, and

store petabytes of data in the cloud, ultimately accelerating time-to-science.



Why Azure Products Documentation Pricing Partners Resources Support

15 nebo 69,2 %

= | Microsoft sleva na egress poplatky pro
R&E komunitu

Azure egress fee waiver for the academic
community

9 Brian Hillger, Senior Director, C+E Business Planning

Based on Microsoft's extensive experience engaging and working with the academic community, we
strongly believe educational institutions of all types and sizes can benefit from cloud services, for
research as well as for teaching and learning environments. Microsoft also understands the need for
academia to better manage costs when transitioning from traditional licensing to a consumption-based

model, and we are always looking for ways to make the transition to the cloud easier for the community.

Academic customers constantly worry about unknown costs and their liability under variable financial
structures. One of the concerns we hear most often, is the cost of data egress fees. In order to enable our
educational customers to achieve even more with the cloud, we are excited to announce an Internet
egress fee waiver for qualified customers' North America, Europe and APAC. This makes moving to the

cloud a much more predictable expense. Even more importantly, it paves the way for researchers to
accelerate the pace of the important work they're doing.

Microsoft partnerships: In addition to reducing the cost of moving to the cloud, Microsoft is working
with key National Research and Education Network partners such as Internet? in the US, and Géant in
Europe, to allow data to flow from our cloud services to our academic customers across this new
connection, and to further strengthen our network. We have been working closely with these

organizations along with Jisc in the UK, SURFnet in the Netherlands and HEAnet in Ireland to provide a
superior cloud experience for our customers.



B Microsoft ExpressRoute

Dedikované L2 propojeni mezi instituci a Microsoft cloud
(Azure, Office 365)

v | Propojeni:
PoZadavky komunity - Amsterdam (NetherLight)
- Londyn (GEANT Open)

e Bezpecnost

e Garantovana bandwidth

e Vlastni adresovani v ramci Microsoft cloud
e Cena (noingress, egress slevy)

Modely
e A:15 % sleva z mésicniho egress poplatku

e B:69,2% sleva
e Unlimited - podle bandwidth — no egress
 Metered — fixni PORT/cena + egress per GB

GEANT prvni nekomeréni entita s dohodnou s

, i '
Dohoda GEANT — Microsoft umoznuje NREN nabidnout icrosoftem

organizacim, predikovatelna cena



SAML & eduGAIN

. SAML/eduGAIN interfederace

. Nutnost implementovat do 6 mésicu od podepsani kotraktu

. Many vendors understand the concepts but need help from GEANT
. Contractual requirement, pragmatic acceptance

. Implementation Details

. 10 Cloud Vendors committed to SAML + eduGAIN

. Microsoft Azure— SAML + zavazek eduGAIN do 12 mésicu

. Amazon AWS — SAML

. Poskytovatele pracuji na implementci

. Pro ,.SAML only” poskytovatele nutna konfigurace na straneé NREN-Instituce

SARL “edu


Presenter
Presentation Notes
SAML/eduGAIN – a key benefit for users, institutions and vendors
SAML good, eduGAIN much better


Pripady uziti

e Peering a interfederace
e Stdvajici sluzby lze prevést pod kontrakt (se slevou)
e Vyuka studentu
e Vstupni budget (pro testovani apod.)
e Docasna nahrada vlastni infrastruktury (pfi migraci, obnové apod.)

e Hot stand-by
* narazovy vykon rychla skalovatelnost -> platba jen za vyuzité CPU,RAM,HDD

e Cold-stand-by
e v pripadé vypadku vlastni infrastruktury - > rychla obnova
e ? Zalozni datové centrum ?

* VFN
e zbaveni se starosti o HW
* nedostatek technického personalu, a jeho vzdélavani
e CAPEXvs. OPEX

« CERMAT
* front-end webové servery (narazovy vykon)
e bezpecénost vici DDoS utokim



Diskuse

Zajem o vyuziti / sluzby

Zpusoby vyuziti
Role CESNET
Podpora CESNET
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